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Leading Competitors in mHealth (Developed Nations) 

University of Bergen | Department of Informatics 

m-Health has the potential to revolutionize affordable healthcare delivery.  



Topics of this presentation 

 

ÅOverview of Mobile Data Collection 

ÅUse Case 

ÅAndroid Client ς Security Review 

ÅSecure Communication 

ÅSecure Cloud Storage 

ÅConclusions 
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Mobile Health System (mHealth) 

Definition: Delivery of healthcare services via mobile communication 
devices. 

 

Opportunity: By 2017, more mobile phones than people on the planet; 
currently three-quarters of the worldôs population have access to a 
mobile phone.  

 

Goal: Facilitate medical and health information via instantaneous 
communication anywhere/anytime. 

 

Healthcare Services: Disease outbreaks tracking, Diagnostic and 
treatment support, Communication and Training for healthcare 
workers, education and Awareness, Remote data collection, personalize 
medical advice in chronic diseases. 

 



Mobile Data Collection System (MDC) 

ÅAims to replace paper based data collection with 

electronic data collection system. 

 

VFast decision making 
process 

VLow-resource settings 

VBetter data quality 

VSecure 



Mobile Data Collection (MDC) 



MDC ï Data Flow 
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USE CASE 

ÅThe partnership between USAID-

AMPATH 

 

ÅOne of the largest HIV treatment 

programs in sub-Saharan Africa 

 

ÅCatchment area has some 3 million 

people and the program provides 

care to more than 130,000 active 

HIV patients through 26 parent and 

26 satellite clinics. 

 



USE CASE ï Data Flow 

Patient Registration 

ÁWhen a patient comes into a clinic, the clinician fills out a highly 

structured paper form about the visit. 

ÁThe form goes into the chart.  

 



USE CASE ï Data Flow 

Data Entry into an EMR 

ÅData clerk with minimal computer skills and little medical 

knowledge enters all visit data from the encounter forms into the 

medical record system. 

 



USE CASE ï Data Flow 

Patient Data Storing 

ÁThe data is stored in openMRS, an open-source electronic medical 

record system 

ÁSatellite servers in several locations are synchronized to central to 

get access to system data (either over a network connection or 

using USB). 

 

 



USE CASE ï Data Flow 

Patient Clinical Summary 

ÅGives a nice overview of all the relevant patient data 

ÅMay have a reminder about the lab ordering schedule e.g. CD4 

test, start/stop medications, referrals,.  

 



USE CASE ï Data Flow 

Local search and remote search 

ÅSupports live searches against patient name and id 

Åif the patient isnôt on the phone,  it checks against all 130k patients 

on the server and download the record. 

 



MDC ï General Security Concerns 

-    ACCESS CONTROL  

- MUTUAL AUTHENTICATION 

- CONFIDENTIALITY 

-     DATA CONFIDENTIALITY 

- DATA INTEGRITY 

- LOCAL AUTHENTICATION  

- LOCAL ACCESS CONTROL 
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Why Android? -  Partner Projects 

OpenXdata 

 

 

ÁOpen-source , community 

supported 

 

ÁProvide Java based Server side 

app and J2ME Client side app 

 

ÁLarge scale deployment in 

India, Pakistan, South Africa, 

Uganda, Guatemala,é 

 

ÁFirst started at the University of 

Bergen 

 

Open Data Kit  

 

ÁOpen-source, community 

supported 

 

ÁProvide Java Cloud based 

Server app and Native Android 

client app 

 

ÁLarge scale deployment under 

Unicef, Millennium 

Development Projects, India, 

Kenya, South Africa, Peru,  

China,é 

 

ÁFirst started at the University 

of Washington, Seattle 

mUzima 

ǐ Licensing not decided 
yet 

ǐ Provide Hybrid Android 
Client that works 
openMRS server  

ǐ Maintained by 
AMPATH (Moi 
University and Indiana 
University) 

ǐ Large scale deployment 
under AMPATH in 
Kenya 

ǐ First started at 
AMPATH 



Why Android? Market Share 

Source: Gartner 


